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D&O LIABILITY EXPOSURES:  WHAT’S NEXT? 

Numerous studies confirm that the number of newly filed securities class action lawsuits 
and the total settlement dollars paid in those lawsuits are near record lows.  Although other types 
of claims against directors and officers are increasing (e.g., derivative lawsuits, M&A claims and 
SEC investigations), securities class actions historically have been by far the biggest D&O 
liability exposure and by far the largest source of loss payments by D&O insurers. 

An important question now is what topics will most likely give rise to new D&O liability 
exposures in the foreseeable future.  History has shown that at least every four to five years, one 
or more new developments arise which fuel significant new D&O claim activity.  Assuming that 
cycle continues, a new wave of D&O claims will likely begin to be asserted in the next year or 
two.  This article summarizes some of the topics which could become the source of that new 
claim activity. 

A. FINANCIAL FRAUD 

During the Enron era more than a decade ago, financial fraud in corporate American 
seemed rampant.  Huge companies disclosed blatant accounting fraud, and a record number of 
companies restated their financial statements.  However, more recently, a perception exists that 
very little financial wrongdoing is occurring.  Relatively few high profile financial frauds are 
disclosed, the number of financial statement restatements has moderated, and the SEC’s focus on 
accounting fraud has waned.  Many attribute this perceived increase in financial statement 
integrity to the Sarbanes-Oxley Act (“SOX”), as well as greater vigilance by outside auditors and 
better oversight by directors. 

But, evidence exists which suggests that corporate America is not as free from financial 
fraud as many think.  For example, the number of restatements per year has averaged about 800 
since 2010.  Although that frequency is less than one-half of the number of restatements during 
the peak years of 2005 and 2006, the recent numbers are well above historical averages if 
adjusted to reflect the significantly smaller number of U.S. public companies today than in the 
past.  The initial results from the Dodd-Frank whistleblower program further evidence a higher 
than expected frequency of perceived financial fraud.  Among the more than 3,000 tips received 
by the SEC in 2012 under that program, the most common complaints (18%) were for financial 
fraud and improper accounting disclosures. 

Also, an examination of recent securities class action settlement information reveals that 
financial fraud is playing an increasingly frequent basis for securities claims.  According to a 
March 2013 report by Cornerstone Research entitled “Accounting Class Action Filings and 
Settlements,” the proportion of securities class action settlements in 2012 involving accounting 
allegations increased to almost 70% from less than 50% in 2011.  In addition, that report noted 
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that although accounting cases represented nearly 70% of the 2012 settlements, they represented 
over 90% of the total value of those settlements. 

Under the leadership of new chairperson, Mary Jo White, the SEC is renewing its focus 
on accounting fraud and other financial disclosure wrongdoing.  In recent years, the SEC’s 
enforcement activities rarely addressed financial fraud, representing just 11% of all SEC civil 
enforcement actions in 2012, as compared to 25% of all civil enforcement actions during the 
2003 to 2005 time period.  In fact, in 2010 the SEC disbanded its Financial Fraud Task Force, 
which was established in 2000 to improve “the quality of our financial reporting system.”  
Perhaps as a result, the number of SEC enforcement cases filed in 2012 for account fraud was the 
lowest in ten years. 

However, as investigations and claims by the SEC relating to the credit crisis wind down, 
SEC officials reportedly are now redirecting their attention and resources towards accounting 
fraud detection.  Regulators reportedly believe accounting fraud still exists in corporate America, 
but because it is much more difficult to uncover today, the SEC needs to be more proactive in 
looking for it. 

To assist in its detection efforts, the SEC is developing a sophisticated computer program 
to sift through language in corporate SEC filings and financial statements for indications of 
potential accounting irregularities.  The premise of this new program is that certain words may 
reveal warning signs of financial manipulation.  For example, companies trying to deflect 
attention from a core problem may talk a lot more about other benign issues which are largely 
ignored by competitors.  Also, the new program looks for big differences between a company’s 
net income and actual cash, as well as other warning signs such as declining market share, weak 
profitability when compared with competitors, unusually high numbers of off balance sheet 
transactions, and changes in external and internal auditors. 

This new and aggressive focus by the SEC, when combined with the Dodd-Frank 
whistleblower provisions which incentivize employees to report illegal activity to the SEC, will 
likely result in more financial fraud being identified, more financials being restated, and thus 
more SEC proceedings and securities class actions being brought against directors and officers. 

Greed and its natural consequences have probably not dissipated in corporate America, 
but are simply less visible today.  If the SEC is successful in its more sophisticated efforts to 
uncover that type of wrongdoing, the frequency and severity of serious D&O claims will 
certainly increase in the coming years. 

B. SOCIAL MEDIA EXPOSURES 

One cannot overstate the important impact that social media is having on all aspects of 
our social and professional lives.  Evidence is growing that this phenomenon may also impact 
D&O liability exposures if it is not properly addressed within corporations.  The primary issue 
from a D&O perspective is whether social media posts by a company or its directors and officers 
of information that may be considered material to investors can serve as a basis for a securities 
claim either because the information was selectively disclosed to a few rather than to the entire 
market, or because the information was false or misleading. 
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On April 2, 2013, the SEC issued a report that provides guidance on the application of 
Regulation FD to the use of social media by public companies and their directors and officers.  
The SEC stated in the report that social media channels may be used by companies to 
communicate material non-public information, as long as the company previously took 
appropriate steps to alert investors and the market to both the types of social media channels that 
the company may use to distribute such information, and the type of information that the 
company intends to disclose through those channels.  This guidance applies with respect to 
disclosures through company websites, blogs and social media sites such as Facebook, Twitter 
and YouTube.  If a company has not properly informed its investors and the market regarding the 
company’s intended use of social media sites to communicate company news or if the 
information disseminated by a company or its directors and officers through those sites is not 
truthful and complete, significant securities law violations may occur. 

Social media risks can arise under other laws, as well.  For example, on January 17, 2013, 
the Federal Financial Institutions Examination Council issued proposed guidance on risk 
management for financial institutions impacted by social media.  The guidance addresses the 
application of various laws, regulations and policies to the social media activities of banks, 
savings associations, credit unions and other nonbank entities supervised by the Consumer 
Financial Protection Bureau.  The guidance seeks to promote institutional awareness of 
responsibilities to identify, measure, monitor and control social media-related risks.  Those risks 
include not only legal risks, but also reputational and operational risks.  Among other things, the 
guidance states that all financial institutions should have risk management programs for social 
media, including internal controls; policies for the use, monitoring and retention of social media 
communications, with specific regard to compliance with consumer protection laws; employee 
training; oversight and monitoring of all information posted on the financial institution’s own 
social media accounts; and compliance procedures and director/management reporting 
parameters. 

Most companies today utilize social media platforms to support their business strategies, 
but many are not adequately managing the liability exposures which may arise from such 
activities.  Some suggested loss prevention concepts in this area to protect both the company and 
its directors and officers include the following: 

1. Company Policies.  Companies should adopt internal policies regarding the 
appropriate use of social media by its directors, officers and other employees, 
should train all personnel with respect to those policies, and should monitor social 
media sites for compliance with those policies.  The informal nature of social 
media communications may tempt people to abandon their normal discipline 
regarding appropriate communications when participating in social media sites, 
thereby creating potential exposures not only for themselves, but also the 
company and its management. 

2. Authorized Corporate Representatives.  Social media communications which 
purport to be by or on behalf of the company should be made only by a few select 
authorized persons who are trained in the various issues which can arise through 
social media communications.  Any unauthorized communication purporting to be 
by or on behalf of the company should be disclaimed by the company. 
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3. Securities Law Compliance.  All social media communications by or on behalf of 
the company or its directors and officers should be carefully vetted to assure 
compliance with securities laws.  For example, one should assess whether the 
information is material and non-public and, if so, whether the communication is 
being made through a channel of distribution previously disclosed to investors.  
Also, like any corporate disclosure, the communication should be truthful, not 
misleading, and free of hyperbole or spin. 

4. Inform Investors.  If the company intends to disclose material information through 
social media channels, the company should clearly inform investors to that 
intended practice and the specific channels of communication that are likely to be 
used, as well as the types of information that may be disclosed.  Investors should 
be notified of this information through alternative sources—such as SEC filings, 
press releases, and the company’s website—in order to increase the likelihood that 
all investors will have access to the information, thus giving all investors the 
opportunity to monitor the social media communications. 

5. Regularity.  If possible, companies should create a pattern or some regularity to 
its use of specific social media channels so that investors have a better 
opportunity to monitor all of the information disclosed by the company through 
social media. 

If directors and officers directly participate in social media communications which 
violate either the securities laws or other legal standards, claims by regulators, shareholders or 
other third parties may be asserted against the directors and officers.  Likewise, directors and 
officers who fail to properly identify and manage a company’s social media risks may also be the 
target of claims by shareholders or regulators.  As the burgeoning world of social media 
continues to expand rapidly, these risks to directors and officers are likewise expanding. 

C. CYBER RISKS 

Cyber attacks and other cyber-related incidents involving U.S. companies are at an all-
time high, with a reported 42% increase in 2012.  Foreign countries, terrorists, recreational 
hackers and even competitors can wreak havoc with a company’s technological infrastructure 
and operations, and can steal valuable or sensitive information by using increasingly 
sophisticated techniques, despite the equally sophisticated defensive strategies being 
implemented by companies. 

Because cyber-related incidents can create enormous financial and operational risks to a 
company, it is likely that directors and officers of a company that incurs catastrophic losses from 
such an incident will be criticized and maybe sued in connection with the incident.  These suits 
may be filed by regulators (including for example, the SEC, FTC and OCC), by shareholders, or 
by customers or employees who are uniquely harmed by the incident.  Like many other types of 
corporate risks, the most volatile of these types of claims against directors and officers is a 
securities class action.  However, to date, very few companies that disclose a cyber incident 
experience a significant stock price decline as a result of that disclosure.  Absent such a stock 
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drop, shareholders will be unable to successfully prosecute a securities class action against the 
company or its directors and officers relating to the cyber incident. 

Even absent a securities class action, though, misleading or incomplete disclosures by a 
company about a cyber incident can give rise to a serious claim by the SEC against the company 
and its officers.  In order to protect themselves from future attacks, companies frequently 
disclose very little, if anything, about an actual cyber attack on the company.  But the SEC is 
becoming increasingly critical of such non-disclosures or vague disclosures.  As cybercrime 
continues to escalate, it seems likely there will be increased demands by regulators, shareholders 
and the public for more detailed information regarding a company’s vulnerabilities, exposures 
and loss experiences in this area.  Naturally, as information disclosure requirements increase, the 
risk of inadequate disclosures by a company, and the risk of resulting securities claims against 
directors and officers, increases. 

In addition to potential securities law exposures (primarily in SEC proceedings), directors 
and officers can also face important liability exposures in shareholder derivative lawsuits which 
seek recovery on behalf of the company from directors and officers for mismanagement and 
other breaches of fiduciary duty in connection with the cyber incident.  Directors and officers can 
be particularly vulnerable to this type of litigation if they fail to adequately anticipate or react to 
the cyber incident.  In order to mitigate those risks, officers should create, implement, enforce 
and update an integrated and company-wide cyber risk management program, and directors 
should generally understand and confirm that the program is sufficiently robust and is being fully 
implemented, monitored and updated. 

These risk management practices are not only helpful in defending a shareholder 
derivative lawsuit, but can also be helpful in responding to regulatory, employee, customer and 
other third party claims. 

Directors and officers are particularly vulnerable in this area in the future because the 
state-of-the-art cyber defensive programs for companies are constantly changing to reflect new 
technologies, new types of cyber attacks, and new practices.  In that type of constantly evolving 
environment, corporations which fail to stay abreast of the most recent cutting edge defensive 
techniques will be particularly vulnerable to criticism if an attack occurs, thereby exposing the 
company’s directors and officers to potential liability exposures. 

D. INSIDER TRADING 

Illegal insider trading activity has been a particular focus of SEC enforcement efforts in 
recent years.  There is some indication now that the frequency of these types of claims against 
officers (and occasionally directors) may be increasing even more in the near future.  So-called 
10b5-1 trading plans, which can allow directors and officers to trade in company stock free of 
insider trading risks, are now being investigated by the SEC and other watchdogs for apparent 
manipulative practices. 

Rule 10b5-1 was adopted by the SEC in 2000, and generally allows directors and officers 
to enter into a prearranged plan for future trading in company stock even though the director or 
officer possesses material, non-public information at the time of the future trade.  If the plan was 
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adopted at a time when the director or officer did not possess any material, non-public 
information about the company, the plan can authorize a securities broker for the director or 
officer to purchase or sell company stock in the future pursuant to a specific formula or pre-
determined schedule, or can grant to the securities broker the exclusive right to determine 
whether, how and when to make the purchases and sales.  Since 2000, many company executives 
have adopted a 10b5-1 plan and have relied on the protections of that plan to trade in the 
company’s securities even though the executive otherwise would be prohibited from such trades 
because of the executive’s knowledge of material, non-public information about the company. 

As a result of several recent studies, including a series of articles in the Wall Street 
Journal in late 2012, evidence now exists that indicates that executives who trade pursuant to a 
10b5-1 plan frequently realize better investment returns than other shareholders, thus suggesting 
that many executives are manipulating purchases and sales of company stock in the plans based 
upon inside information.  For example, one report found that, on average, the trades under 10b5-
1 plans outperform the market by about 6% after six months.  Another study found that when 
comparing the performance of plans that traded in company stock irregularly versus plans that 
traded in company stock in an annual pattern, the irregular trading plans were three times more 
likely to realize 20% or more gains in those securities transactions.  Also, the study found that 
when plans trade in company stock during the week before the company made material 
disclosures to the market, close to twice as many plans realized a 10% or more gain in those 
trades than plans that realized a 10% or more loss in those transactions. 

Critics of these plans contend that executives can easily manipulate the trading activities 
of the plans because the SEC rules do not address how long the plans must be in place before 
trading under the plans can begin, and generally allow cancelation of the plans at any time.  As a 
result, an executive who foresees good news about the company can probably cancel a scheduled 
share sale, and an executive who foresees bad news about the company can probably cancel a 
scheduled share purchase, thereby allowing executives to manipulate the stock trading activities 
based upon inside information.  This ability for manipulation of the plans may explain why the 
number of 10b5-1 trading plans which have been adopted by officers rose by 36% since 2008, 
and the number of plans adopted by outside directors rose by 55% during that same time period. 

The SEC is reportedly now conducting an extensive investigation into the use of 10b5-1 
plans by executives.  Depending upon the results of that investigation, a new wave of SEC 
proceedings against a large number of executives may be on the horizon, similar to the wave of 
stock option backdating claims several years ago.  This potential new exposure will likely be 
limited to SEC proceedings, rather the private shareholder litigation, since the company itself is 
generally not harmed by insider trading (thus eliminating shareholder derivative litigation 
exposure) and since it is usually quite difficult to successfully prosecute a securities class action 
for insider trading activities.  Nonetheless, SEC proceedings based on insider trading can be 
expensive to defend and any settlement or judgment would likely not be covered under the D&O 
insurance policy as disgorgement of ill-gotten gains and/or as penalties. 

E. CONCLUSIONS 

One should not assume that the current dip in securities class action filings and aggregate 
settlement amounts reflect a permanent reduction in directors and officers liability exposures.  As 
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evidenced by the potential new exposures summarized above, there is a wide variety of issues 
and developments which could give rise to the next wave of significant D&O claims. 

Because no one knows which potential exposure will ripen into actual and widespread 
claims, directors and officers must continue to exercise the best governance practices and to 
maintain a highly protective D&O insurance program with quality insurance companies that have 
a proven commitment to serving the interests of directors and officers. 


